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I Onuc HaBYAJIBLHOI AUCHHUILIIHA
XapakTepucTUKa HABYAJIbHOL

TUCHHUILTIHA
. ) Bubipkora
HaiiMmenyBaHHS MOKA3HUKIB
Jlenna ¢hopma HaBYAHHS Pik miaroroBku 4
Cewmectp 7/
130/5 kpeautiB Jlexwiii 10 rog.

Jlabopatopni 20 ro.
Cawmocriitaa po6ora 110 rog.
Koncynprarii 10 ro.

IH/I3: € Dopma KOHTPOJTIO: 3aJIiK

II Indopmanis npo BUKJIagaya
IIII: I"apamenko Bonogumup BikropoBuy;
IMocana: crapunii Bukiaaay kadeapu KOMIT I0TEPHHUX HayK Ta KidepOesnekH;,
KonrakTHa ingopmanisi: Harashchenko.Volodymyr@vnu.edu.ua
Jui 3anare: https://ps.vnu.edu.ua/cgi-bin/timetable.cgi?n=700

I1I. Onuc oCBITHHLOr0 KOMIIOHEHTA
AHoTanis kypcey. OcBiTHIH KOMIOHEHT «be3neka KI€eHT-CEpBEpHOI B3aeEMOAIl Y

BeOCHCTeMax» HAJIEKUTh 10 MeperniKy BUOIpKOBHX OCBITHIX kKommnoHeHTiB. OK «besneka kiieHT-
CepBEpHOI B3aeMOii y BeO-cUCTeMax» NMPUCBIYCHUN BUBUYCHHIO CY4aCHUX 3arpo3 Be03acTOCYHKIB
Ta METOAIB iX 3amoOiraHHs Ha piBHI B3aeMOIl KJIi€HTa 1 cepBepa. Y Kypci pO3IIISLIAOTHCS
MexaHi3MH aBTeHTH(ikamii Ta aBTOpHW3alii Ha OCHOBI TOKEHIB, 3aXHCT BiJl MIKCAaHTOBOTO
BUKOHaHHs ckpunTiB (XSS), oomexxenHs goctymny uepes3 nouaituky CORS, npotunis DDoS-arakawm,
BUKOPUCTaHHA MIPOKCi-CepBEPIB, a TaKoX Oe3neyHa 00pooka HTTP-3anuTiB 1 3arooBKiB.

Ocob6nuBa yBara NpUIUIAETHCS MPAKTUYHUM acleKTaM: HajalllTyBaHHIO 3axuiieHux API,
Oe3neyHoMy 30epiraHHiO Ta Iepejadi JaHUX, MEpeBiplli BBEACHHS KOPHCTyBauya, 3aCTOCYBAHHIO
CYy4acHUX CTaHAapTiB BeOOEe3NeKkH Ta aHali3y TUIOBUX IOMHJIOK PO3pOOHHKIB. Y pe3ynbTaTi
HaBYyaHHs 3700yBaul HaOyBalOTh 3JaTHOCTI IPOEKTYBATH Ta PEai30BYBAaTH 3aXMILEHY KIIEHT-
CEPBEPHY B3aEMO/III0 Y BE03aCTOCYHKAX.

Meta HaByaJabHOI AucHuILIiHM. POpMyBaHHS Yy 37100yBayiB 3HaHb 1 IPAKTUYHUX HABUYOK
3a0e3neueHHs] O€3MeKH KIIEHT-CEpPBEpHOi B3aeMOAIl y BeOCHCTEMax MUIIXOM 3aCTOCYBaHHS
Cy4yaCHMX MEXaHI3MIB aBTEHTH(QIKallli, KOHTPOJIO JOCTYyIy, 3aXHMCTy BiJ BeOypas3IuBOCTEH 1
MEpeXeBUX arak, a TaKoXX HaJlalllTyBaHHs Oe3Ne4yHoi Mepenadi JaHUX MK KOMIIOHEHTaMH
CHCTEMH.

Soft skills:

- OesmekoBe MUCIEHHS (security mindset);

- aHaJi3 pU3UKIB Ta BPa3INBOCTEH;

- YBaXHICTb JI0 JieTajel mpu poOOTi 3 TaHUMHU KOPUCTyBaya;

- BIANOBIJANBHICT 32 HAIMHICTh MPOTPAMHUX PIllIEHb;

- apryMeHTallisl TEXHIYHHUX PIlIeHb 0A0 Oe3MeKu;

- JIOKYMEHTYBaHHS MOJITHK Oe3MeKu;

- TpUHAHATTS pillleHb Y KPU30BUX CUTYaIisX (1HIMJCHTH, aTaKN);
- JIOTpUMAaHHS CTaHAAPTIB 1 best practices.


https://ps.vnu.edu.ua/cgi-bin/timetable.cgi?n=700

CTpyKTypa 0CBITHHOI0 KOMIIOHEHTA

KiapkicTs rogmn

Ha3Bu 3micToBUX MOaYTiB i TeM y TOMy e ®opma KouTpoo /
Yeboro Cam. 0aau
Jlek.| JIa0. Konc.
poo.
3micToBmii Mmony.ib 1. Be3neka kiiieHT-cepBepHOI B3aemoii y BedcucremMax
Tema 1. OcHOBH Oe31eKH KITIEHT-CEPBEPHOT B3aEMOJIi. 3Bit 1o 11a6. pobori /4
IApXITeKTypa KITi€HT-CePBEPHUX BEOCHCTEM Ta MOBEPXHs
L . 13 2 2 8 1
araky. Knacuikarist 3arpo3 BeO3aCTOCYHKIB 1 NPUHIMIY]
secure-by-design. Mogesb pusukis i orsisim OWASP.
Tema 2. ABreHTniKaris Ta aBTOpH3allisl y Be03acTOCyHKax 3Bit 1o 11a6. podori /4
[Migxomu session-based i token-based. Mexaniam JWT Ta 13 2 2 8 1
OAuth 2.0/OpenID Connect. be3nieqne 30epiraHHs CEKpeTiB|
(Hashing, Salting) Ta GararoaxkTopHa aBTeHTH}IKAITL.
Tema 3. 3axucr Bix iH’exuiit Ta XSS-BpasmiBocteit SQL Ta 3BiT 110 7126. poboTi /4

INoSQL i’ €exirii.

Mexanismu BunukHeHHs stored, reflected tTa DOM-XSS,
Mertomyn Bamimamii, eKpaHyBaHHS 1 CaHITH3aIlii BBEICHH,
[Momituka Content Security Policy Ta Ge3neuna poGota 3
DOM.

13 2 2 8 1

Tema 4. KoHTpoI1b Mi>KIOMEHHOT B3aEMOIIi 3Bit mo 51a6. pobori /4
Same-Origin  Policy Ta wMexanisMm CORS. be3neune

HanamryBanHs API i 3anoGiranns CSRF-atakam. Anami3 15 2 4 8 !
TUMOBUX TIOMUJIOK KOH(Irypartii JocTyIry.
Tema 5. 3axuct nepenadi nanux i HTTP-nonituky Gesnexu 3Bit 1o 11a6. pobori /4
HTTPS/TLS Ta 3axuimieHi KaHaiu mnepegadi. Security 19 4 14 1
headers i Oesmewne BukopucTaHHA cookies. KepyBaHH:
KEIITYBaHHSIM 1 CECisIMU.
Tema 6. [ndpacTpykTypHHI 3aXHICT BeOCEpBICIB 3Bit 1o 1a6. podori /4
Reverse proxy, API Gateway Ta npUXOBYBaHH
BHYTpIIIHBOi apxitekTypu. @imprpamist Tpadiky, rate 15 2 4 8 1
limiting i WAF. banancyBaHHs HaBaHTa)KEHHS SIK MEXaHI3M
Oe3MeKH.
Tema 7. ITIpoTuais aTakam BiIMOBH B 0OCITyroByBaHHI 3Bit mo 51a6. pobori /4
Turm DDoS-atak 1 Metomn BusiBneHHs. Throttling,)
. . . . 20 2 16 2
KeIIyBaHHSA 1 oOMexkeHHs 3ammTiB. MosiTopuHr, Logging
(SIEM cucremn) Ta crparerii Incident Response..
Tect 11 10 1 TecToBUi KOHTPOJIb
3HaHb / 16
KoHTposbHa poboTa (po3B’si3yBaHHS 3a/1a4). KontpomnbsHa poboTa
11 10 1 ,
(po3B’s3yBanHsI 3a71a4)./16
MHI3 20 20 PoGora B rpymax/40
Beboro roqun/banis 150 | 10| 20 | 110 10 120/ 100 6ais
3aB1aHH /151 CAMOCTIHHOTO ONPANIOBAHHA
Ne 3/ Tema KinbkicTs roqun
1 [Migroroeka 1o 1abopaTtopHUX podiT 50
2 Po6ota max IH/13 20
3 [TizroroBka 10 KOHTPOIBHKX POOIT. OnpaIFoBaHHI TEOPETUIHOTO MaTepiaiy. 40
Pazom 110

IV. IloaiTuKa oniHIOBAHHA
IoniTnka moao akaaeMidyHoi 100poyecHocTi. AkageMiuyHa J0OpPOUECHICTh 0a3yeThCs Ha
3acy/PKE€HHI MPAKTHK CIUCYBAHHS (BUKOHAHHS MUCHMOBHX POOIT 13 3aJydeHHSIM 30BHIIIHIX JKepes
iHpopMallii, KpiM 103BOJIEHHUX JJIsi BUKOPUCTAHHS), MJariaTy (BiATBOpEHHs OMy0JIIKOBaHUX TEKCTIiB
IHITUX aBTOPIB O€3 3a3HaueHHs aBTOpCTBAa), (haOpukarii (BUTagyBaHHS NaHWUX YW (HaKTIiB, M0




BUKOPHUCTOBYIOTHCSI B OCBITHBOMY TIpolieci). Y pa3i MOpyleHHS 3100yBaueM BHUIIOI OCBITH
akKameMiuHoi moOpodecHocTi (cmmcyBaHHS, IuIariat, ¢aOpukailis), poOoTa OI[IHIOETHCS
HE33J0BUIHHO Ta Mae OyTH BUKOHAHA MTOBTOPHO, A PE3YJIbTAaTH paHille 3JaHUX pOOIT aHYIIOI0ThCS 1
BUKOHYIOTBCS IOBTOPHO y NOPSIKY BU3HAUY€HOMY BHKJIajadeM. [Ipyu 1ipoMy BHKIIaad 3ajMIlae 3a
cO0O0F0 TPaBO 3MIHUTH 3aBJAHHS.

Komynikanilina moJjituka. 3100yBadi BHUINOI OCBITM IOBHUHHI MaTH aKTHBOBAHY
YHIBEPCUTETChKY TMOINTY. YCi MUCHMOBI 3alMTaHHS A0 BHKJIAJadyiB CTOCOBHO KYypCy MaroTh
HA/ICWJIATUCS] HA YHIBEPCUTETCbKY €JIEKTPOHHY IMOIUTY, MOXJMBE 1HIIE (AOJATKOBE) AXKEPEso
KOMYHIKaIlii, BA3HAYCHE BUKJIaIa4eM JUIsI O1IBIII OTIEPATUBHOTO 3B’ S3KY 31 CTY/ICHTAMHU.

IosiTnka moao0 nepeckjaaxanus. PoO0oTH, SKi 34aI0ThCA 13 TOPYIICHHSIM TEPMiHIB 0€3
MOBAXHUX NPUYHMH OLIHIOIOTHCS HAa HWXK4YY OMiHKY. IlepecknamanHs MoayiniB BigOyBaeTbes 13
JI03BOJTY JIEKTOpA 3a HAasBHOCTI NOBAXXHUX NMPUYMH (HAIPUKJIIAJ, JIKAPHIHUN).

IMoaiTuka moao ockap:keHHsi ouiHoBaHHA. IloiTHKa 1010 OCKApP:KEHHSA OUIHKM.
Sxmo 3100yBay BUIOT OCBITH HE 3TOZEH 3 OLIHIOBAHHSAM HOro 3HaHb BIH MOXE OIPOTECTYBaTH
BHCTABJICHY BHKJIAJa4eM OLIIHKY Y BCTAaHOBJICHOMY MOPSAAKY 3rinHO «lloJoXeHHs mpo mopsaoK i
MpoLEeAypH BUPIMICHHS KOH(DIIKTHUX cuUTyalid y BonMHCbKOMY HAI[lOHaTbHOMY YHIBEPCHUTETI
imeni Jleci Ykpainkm»

IMoaiTuka moao BiaABiZyBaHHs 3aHATH. J[1s 3700yBauiB BUIOi OCBITH JEHHOI (opMuU
BiJIBIlyBaHHS 3aHAThH € 000B’I3KOBUM. [loOBa)KHUMY MTpHUUMHAMU JIs HESIBKU Ha 3aHATTS € XBOPOOa,
aKajeMiuHa MOOLUIBHICTh, SKI HEOOXITHO MIATBEPKYBATH BIAMOBIAHUMH AOoKyMeHTamu. [Ipo
BIJICYTHICTh Ha 3aHATTI Ta NPUYUHHU BIJCYTHOCTI 37400yBad BHINOi OCBITH Ma€ MOBIJOMHUTH
BHKJIa/1a4a a00 0co0UCTO, a00 yepe3 cTapocTy.

3a 00’€KTMBHUX MPHYMH HABYAHHS MOJXKE IPOBOAWUTHUCS y IUCTaHUIWHINA (opmi 3a
IOTO/DKEHHSIM 3 KEpIBHUKOM Kypcy Ta JekaHoM ¢akynbTery. JlekaH QakynbreTy BuUAae
PO3MOPSHKEHHS PO IMCTaHIIHHE HAaBYaHHS Ha OCHOBI 3asBU 3100yBava. [lig yac AucTaHmiiftHOTO
HaBYaHHS 1aOOpaTopHi poOOTH BUKOHYIOTHCS BIMOBIIHO 10 PO3KIIAy 3aHATh.

HaBuannst wMoske 3pilicHIOBaTHCSA 3a IHIUBIAyadbHUM TpadikoM BiIMOBIAHO 10
[TonmoxkeHHs PO OpraHizalilo OCBITHBOTO Mpolecy 3700yBayiB OCBITH 3a 1HAMBITyaIbHUM
rpadikoM HaB4YaHHS y BonmHcbkOoMy HallloHallbHOMY YHiBepcuTeTi iMeH1 Jleci Ykpainku. s
bOTO 3/700yBay MoOAa€ 3asBy Ha iM’sl JeKaHa, SKUM, BPaXOBYIOUM YCHINIHICTH Ta TMiJCTaBH,
MOTO/Kye ab0 BIAXWISE MOJaHy 3asBy. Y pa3l HOTOJKEHHS 3700yBay OCBITH MOTOIXKY€E 13
BHKJIa/layeM Iu1aH poOoTH, GOpMH Ta TEPMIHM KOHTPOJIIO. IHAMBINyansHUIA rpadik 3aTBEpKYETHCS
Ha OJIMH CEMECTp, a MiJ] Yac akaJeMIYHOi MOOUTHFHOCTI — HE OUTBIIIE HIXK Ha PIK.

VYci yMOBM HaBYaHHSA B JUCTaHLiHIN (opmi Ta 3a 1HAMBIIyadbHUM TIpadikoM TaKOXK
[0J1aH1 y JTUCTAHIITHOMY KypcCl IIbOTO OCBITHROT'O KOMIIOHEHTY cuctemMu Moodle.

Bonycu. Ilicns 3aBepiieHHs BUBUYEHHS Kypcy Ta Mepesl MOYaTKOM eK3aMeHalliiHoi cecii
3100yBayaM BUIIOi OCBITH MOXYTh OyTH HapaxoBaH1 JOJATKOBI Oaiy 3a HAyKOBY JIsUIbHICTh. Taki
0any HaJalOThCS 3a ydyacThb Yy HAyKOBHUX KOH(EpeHLisX, MiArOTOBKY myOmikamiil, 3100yTi
pe3ysbTaTd B OJIIMIIIAJAX YU KOHKYpCaxX CTYAEHTChKMX HAayKOBHX pOOIT Ta 1HIII JIOCSTHEHHS Yy
IpeIMETHIN Tamy3i OCBITHROTO KOMIOHeHTa. [lopsok 1 cucreMy HapaxyBaHHsS OOHYCHUX OalliB
BHU3HAUaE Ta 3aTBEPPKYE HAYKOBO-METOAMYHA KOMICIS GaKyJIbTETy.

BusHanHs pe3y/bTaTiB HAaBYaHHS, OTPUMAHUX Yy (popMaJIbHii, HedopMaIbHI OCBITI.
[Tix yac BUBYEHHS OCBITHHOTO KOMITOHEHTAa MOXKJINBE BU3HAHHS PE3yJIbTaTiB HaBYaHHS OTPHUMaHUX
y ¢opmanbHii, HepopMmanbHiil Ta/abo iHpopmanbHiil ocBiTi. [lopsaok BU3HAHHS pe3yNIbTaTiB
HaBYaHHS JJi 3100yBayiB BUILOI OCBITH, HAOYTUX Yy: (hopMaibHIN OCBITI (akageMiuHa MOOUTBHICTD
3n100yBayiB Ha TepuTOpii YKpaiHW uu mo3a ii Mexamu, A 37400yBadiB, SIKI MEPEBOIATHCA,
MOHOBIIOIOTHCS 3 1HIMX 3BO (BITUM3HSAHUX 4M 1HO3EMHUX); HeQopMalibHIN Ta/abo iHpopMabHIN
ocBiTi 3aiiicHIoeThes 3riHO «ITOJIOXKEHHS npo Bu3HaHHS pe3yibTaTiB HABYaHHS, OTPUMAHUX Y
dbopManbHili, HedopManbHiIM Ta/abo iHOpManbHIH OCBITI y BoJMHCEKOMY HaI[lOHAJIBHOMY
yHiBepcuteTi iMeHi Jleci Ykpainkuy.

IlincymMKoBHii KOHTPOJIBb



®opma KOHTpONIIO — ceMecTpoBHid 3amik. OmiHioBaHHS 3AiKcHIOETheA 3a 100-6ambHOIO
mkanoro. OIliHKa BKJIIOYae B ceOe OIIHIOBAaHHS BCiX BHUJIB 3aIlUIAHOBAHOI HABYAJIBHOI POOOTH
MIPOTSATOM CEMECTPY: HAPaXOBYETHCS 3a SKICHE BUKOHAHHS TaOOPATOPHUX, KOHTPOJIbHUX, TECTOBUX
KOHTPOJIBHMX POOIT Ta BUKOHAHHS 1HIMUBIAYaJdbHOTO 3aBaaHs. MakcuMaabHa KUIBKICTh OalliB, SKY
MOXKe OoTpuMaru 3700yBad TiJg Yac TMOTOYHOTO OIiHIOBaHHA 3a cemectp — 100 OGamiB. 3amik
BUCTABIISIETHCS 32 PE3y/IbTaTaMH ITIOTOYHOT pOOOTH 32 YMOBH, IIO 3700yBa4 OCBITH BUKOHAB Ti BUIH
HaBYaJIbHOI pOOOTH, SIKI BA3HAUYEHO CHJIA0YCOM OCBITHHOTO KOMIIOHEHTA.

VY Bumajuky, Ko 3100yBad OCBITH HE Bi/IBIAyBaB OKpPEMi ayIUTOPHI 3aHATTS (3 MOBAXKHHUX
NPUYMH), HA KOHCYJbTAILISIX BIH Ma€ MPaBO BIANPALIOBATH MPOMYIIEHI 3aHATTS Ta A00patu Ty
KUTBKICTh OaltiB, Ky OyJ0 BH3HAYEHO Ha MPOIYIIEHI TeMH. Y JaTy CKJIaJaHHs 3aJliKy BUKJIaJIad
3aIHCYy€e Y BIIOMICTh CyMy TIOTOYHUX OaiB, siKi 3100yBa4 OCBITH HAOpaB ITiJ1 9ac MOTOYHOI POOOTH.

VY BUManKy, KO 3100yBad OCBITH MPOTIrOM IMOTOYHOI poOoTH HaOpaB MeHIie sk 60
OatiB, BIH CKJIaJIa€ 3aJliK i1 Yac JiKBigalii akajaeMigHoi 3a00proBaHOCTI. Y I[bOMY BHIIAJKy Oaly,
HaOpaHi IMiJ1 9ac TOTOYHOTO OIIHIOBAHHS aHYJbOBYIOThCS. MakcuMallbHa KUIBKICTh OalliB Ha 3aiiK
i Jac JIKBimamii akagemMiuaoi 3aboproanocti, cranoButh 100. Ha 3amiky, mim gac mikBimamii
aKaJieMi4HO1 3a00proBaHoOCTi, 3100yBa4 OTPUMY€E KOMILIEKCHE 3aBJIaHHS, SIKE OXOILIIOE BCl TEMH 1
BCi ()OPMH KOHTPOJTIO, SIKi IIPOTIOHYBAJIKCS TIPY BUBUYEHHI OCBITHHOT'O KOMITOHETA.

IHumannsa, axi suHoCAMbCA HA 341K NIO Yac JaiKeidayii akademiunoi 3a60pzoeanocmi.

1. OcHoBu Oe3neku KIiEHT-CEPBEPHOT B3aEMOIii

2. Mopens B3aeMoii Kili€eHT-cepBep Y BeOl Ta ii MOBEpXHS aTaku.

3. Twunogi 3arpo3u Be0-3aCTOCYHKIB 1 IpUHIUIH Oe3neyHoi po3pooku. Ormssg OWASP.

4. ApteHTH(IKAIA Ta aBTOpU3AIlisS HA OCHOBI TOKCHIB

5. Session-based Ta token-based migxomu. JWT, refresh-tokens, 30epiranHs TOKEHiB 1 ix
JKATTEBUH LUK

6. 3arpo3u BUKpaJCHHS TOKEHIB Ta METOIH 3aXHUCTY.

7. 3axwuct Big XSS Ta HEOE3MIEUHOTIO BBEIEHHS

8. Tumm XSS-arak (stored, reflected, DOM).

9. ExkpanyBanns, canitu3zaiis Ta Content Security Policy.

10. besneuna po6ota 3 HTML Tta JavaScript y Kiti€HTi.

11. Monituka ogHakoBoro nmoxomkeHHs Ta CORS

12. Same-Origin Policy i ii oOMexxeHHsI.

13. HanamwrryBanus CORS st API Ta TunoBi moMuiIKu KoHpirypauii.

14. 3axuct Big CSRF 1 HeOe3neuHnx MI>KTOMEHHUX 3aIUTIB.

15. HTTP-3aronoBku 6e3mexu Ta 3aXUCT nepeaadi JaHuX

16. HTTPS, TLS i 3axuriena nepenada JaHuX.

17. Security headers (HSTS, CSP, X-Frame-Options, X-Content-Type-Options).

18. Cookies, SameSite Ta Oe3revHe KENIyBaHHS.

19. Tlpokci, nutto3u Ta Ginerpatis Tpapiky

20. Reverse proxy, APl Gateway Ta 6anaHncyBaHHsI HaBaHTaKESHHS.

21. IlpuxoByBaHHs BHYTPIIIHBOI IHQPACTPYKTYpH Ta (ILTpaLlisl 3aMUTIB.

22. Rate limiting i WAF.

23. Ilpotunis DDoS Ta MOHITOPHUHT 1HIIUACHTIB.

24. Turin DDoS-arak 1 MeToau IX BUSBJICHHS.

25. OO6MexeHHs 3anuTiB, throttling Ta kenryBanHs. JIoryBaHHs, ayJUT 1 pearyBaHHs Ha
IHIUAECHTH O€3MEKH.

Komnnekchne 3a60annsa na 3anik nio yac aikeioayii akademiunoi 3a60p2oeanocmi:
1. Ha mikBiganmito akaaeMiqHOi 3a00proBaHOCTI 37100yBau noBuHeH npuHectu [H/3
(MakcHMaJbHI KiTbKicTh OariB 40).



2. BukoHaHHS TeCTOBHUX 3aBJaHb, SKi OXOILTIOIOTh BCI 3aIIUTAHHS, IKI BHHOCSITLCS Ha 3aJliK
M1 9ac JiKBigaIii akageMiqaoi 3aboprosanocti. 30 3anuTtans 1o 1 6any (MakcuMalbHi
KipKicTh 30 GasiB)

3. Tpwu 3amgaui mo 10 GaniB KOXKHa.
V. lllkaja oniHIOBAHHSA

Owinka B 0aj1ax 3a Bci BN HABYAJILHOI JisiibHOCTI | Ominka
90-100 Binminzo
82 -89 Hyxe nobpe
75-81 Jlo6pe
67 -74 3a10BUILHO
60 - 66 JlocTaTHbO
1-59 HesanosinsHo
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